Chinese cyber—attack foiled: Power Ministry

The Union Power Ministry said that the State—
gpongored Chinege hacken groups tangeted vorlous
Indlan powen centres,

Tt wag gtoted that the Chinesge state—gpongoned
thaeat acton group known ag Red Echo [2
torgeting the Indian Powesn gecton’s Regonal Lood
Digpatch Centres (RLDCg)
‘These gaoups have been bflocked a{iten g,ove)mmev\f;
cyben ag,encLeg warned them abondt their activities.
Tt algo confinmed that no data breachdata Logs has
been detected due to thege incidents.
Officiols said they hod ‘been warned about the thaeat
prom a malwore calfed "ShadowPad' in November Q020
by the —
« (MestY's=CERT—n) L
+ by the NTROs Natlonal Caitical Information
Infragtructure Protection Centne (NCIIPC) in
Februmany 201, 01“ the thneatg) week g belwone the
Reconded Future neport wag neleaged,
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Patching the gaps in India's cybergecurity

Recently, the Union Power Ministay said thot State—
gpongored Chinege hacken groups tangeted vorlous
Indlan powen centres,

United Stateg—baged cybengecunity {ib"m noLged the
possibility thot the powen outage n Mumbal could
have been the nesult of an ottack. by a Chinese
state—gpongoned GROup.

Tngtltutionall gecun ity

JIn the Logt two decodes ) ng,v\L{,Lcav\t e{i{jox,tg have
been made by Indla to caaft (ngtitutional
machinery focuging on-cyber resilience gpanning
geveral government ‘entities.

-The Notronal Secun ity Council, wgually chaired
by the Notional. Secunity Advigen (NSA), plays o
key aole-in $HaPLng, TIndia’s cyben policy ecogystem.
“The NSA algo chaing the National TInformation
Boaxd, which 18 meant %o be the apex body for
crog8—muinistay coondination on cybergecunity
polLcymaking.

The National Caitical Information Infrostructure
Protection Centre established undex the National
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Technical Resgeanch Onganigation in Jonwary 2014
wog mandated to facilitote the protection of
enltical tnformation infragtructusre.

In 2015, the Prime Minigster establighed the
office of the Notional Cyben Secunity Coondinaton
who adviges the Prime Minsster on gi:nai:eg,,ic
cybengecunity risues.

-Tndla’s Computen E.meh,g,ency Resgponge” Team (CERT-
In), which 18 the nodal ent Lty negFondLng, Lo
vanLous Cybengecuity thaeats o non—caitrcal
Ln{inagth,uci;uhe comes unden the (METTY).

. The MoD hag recenty upg,naded the Defence
Information Agsurance and Regeanch Agency to
establ (sh the DeJ“ev\ce Cyben Ag,ev\cy , @ Eal—genvice
command 0{j the “Tndran axmed {507:,083 Lo coondinate
and control {goint cybex opexations, and croft
Tndia’s cyben doctrine.

The MHA ovengees multiple coondination centres
thaot focug on Low enforcement effonts to address
cybexcaime, egpionage and texronism.

The MEA coondinates India's cybex diplomacy Pugh )
both billotesally with othex countries, and at
inteanational {fona Like the United Notions.
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Problems in Ingtitutional Framewosnk:

“The institutional {ramewonk, while seeking to
create an ‘all of government approach Lo
countening and mitigating cybengecuwn ity thaeots
at the national Level, hag algo negulted in
conceang around;

E{fective coondination

‘Oveslapping negponsibilities

Lack. of clean ingtitutional boundaries and

accountabl Ly,

Tndia hag been a tanget eanfiex:

Tndia hag been atkacked by sugpected Chinesge
gtate—gpongoned groupg multiple times in the past.
‘In 003, a sugpected cyber egpionage netwonk.
dubbed GhostNet-was found to be tangeting the
Tibetan” government in exile in India, and many
Tndian ‘embogsies,

The vost C}be)z,—egp;ﬁov\ag,e openation extengively
tongeted Tndlan entities, including militany
establighments, news publications, and even the
Notionall Secunity Council Secnetoniot [rgelf.
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There wene a numben of subsequent attacks that
tangeted Indfa. Such ag:
Stuxnet which had algo taken down nucleas

neactong n Inon,

-Suck{;ﬂ,}, which ;!;am,g,ei;ed not J'/ugz!; g,oveh,v\mem!;
but algo private entities including a flirm
that provided tech gupport to the National
Stock. F_xchang,e.

Dhrack. which {,Lut tangeted Tndean banlks, and
Laten the Kudankwflam nuclean: powen

Plant CTom{l Nadu) in 013
Reponts not made public:

‘Neithen the nepontfrom the Shadow Netwonk.
anegtig,atjlon) nox \ any othex ) hag evea been tabled
in Paxllament; nox even on edited vengion made
publLLc.

China’s help.in decongtructing the attacks:
Whille there 18 much evidence to ghow that
Chinege gtate—gpongored groups wene regpongible
for. many of thege attacks Chinese cybergecunity
agencies have algo helped the gecunity community
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on d;LgmanﬂLLng, the nfragtructure behind gome of
these attacks,

Faf e {‘!Lag, ottack.sg:

‘Documents nefeaged by WikilLeaks show that groups
such ag the Centnal Intelligence Agency's UMBRAGE
progect have advanced copabilties of mugdirecting
attaibution to anothes nation—stote (“false {Lag
attackg",
-The;a Leave behind {iaﬂ,ge {jgng,ewnmtg for
investigatons to {ind,

Way Forwand;

1Making the neponts public:
-Appralsing Lawmokens, of the scale and depth of the
damoge wz,oug,ht & castical to enabling
meaningful public digcugsions and crafting a nobuskt
negponge,

LStrengthening the Tnstitutional Framewonk:
“Qrven that the question of attaibution of a
centain cybenattack. (8 questionoble, a nobust
onstitutional pogture and pofiticall acumen fin
publicly dealing with thege (88ues are necesgany.
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‘Thesre (8 a need {10"' clanity about the
institutional framewonk in Indio’s National Cybex
Secunity Staategy, which hag been dnajted by the
NSC and (8 Yet %o be neleaged

-Engwu;ing, coherence and coondination between these
different octons ghould be [ts primany goal.

3Doctnine on cyben conflicts:

India (8 algo et to cleanly anticulote o
docknine that holistically captuses it opproach ko
cyben conflLict. Thot L8, for. conducting offensive
cyben openotions, on the extent and scope of
countermeagures againgk. cyber—attacks,

Unlthe India’s approach.to other global gecunity
regmes Like theiNo Fingt Use' nuclear pogture,
the »ules of ev\g,ag,emev\t fon tang,eted cybes—
attacks one ‘uncleos,
While b might geem Like secaecy and ambiguity
would provide a tactical advantage when engoging
i cybexn operations, in an ncreagingly ungtoble
g,eopo!L;LthaJL 2Cenan Lo, the abgence o{i a credible
cyben detennrence ginategy (8 undeginrable.

Tn such a gcenonio, gtates and non—state actons

al ke memain incentiviged to undertake Low—
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scale cyben openations for a varlety of
PurpPOZES — egP;Lov\ag,e) cyber—caime, and even the
dignuption of cartical information
onfpagtaructuse.

4 'Del“ ne the ned Lines:

India hag been an active pankicipant in procesges
within the Firgt Committee of the UNGA'dealing
with (ssues of digarmament and internakional
gecun Ly,

Whille the Indian deﬂ,eg,a;!;;Lon hag ‘made publLic gome
of thein intewvention, India’s Long—tenm gtarategric
tthkLng, on core L33ued o{, debate ot thesge {iom,a
remaing relatively unknown.

‘India must (nvollve tgel{ in a precige
anticulotion of how inteanational Low applies to
cybengpace,

This could mould the global goveanance debate to
furthex India’s starategic interegts and capabllities.
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‘Red Echo' ovexr India

United Stateg—baged cybesgecunity {inm Reconded
Future hod seposted thot a gaoup Linked to the
Chinese g,ovex,v\mev\t) which st called 'Red Echo ) had
tongeted 10 vital nodeg in India's powen distalbution
system and two geaponts,
Tt hag noiged the posgibility that the
maggive powen outage (n Mumbal tn.Ockober
2020 could have been the segult ofan ot tack. by
this Chinese gtate—gpongored gioup.
‘The Maharaghtra Power Minister Nitin Raut hag
announced thot o Skate Cybesxt Cell probe {,ouv\d 14
Tao a',an hoxges in the ‘genvens of the Maharaghtara
Stote Eflectnicikys Taansmission Company, with the
potential to dismupt powesn distaibution.
Modug opesandi;
Redicho wag uging the AXTOMATICASYMPTOTE
genver [nfragtructure to canny out (tg intrusions
into the netwonks of Indian ongansigotions,
AXIOMATICASYMPTOTE geavers act ag command—ond—
contaol centres for a maflware konown aog ShadowPad,
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.ShadowPad (g a backdoox Tao Fon malware, which
meang [t openg a gecaet path from its target
gystem to (3 commond—and—control genvens.
Tnformation can be extracted on more maliclious
code defl ivered via thig Path. ShadowPad 18 burlt to
tanget supply—chain infrogtaructure in gectons Like
trangpontation, telecommunication, eneagy. and
mone,

-Tao a}av\Lged g%twaneg , On go{‘;twaxe,g that have
dav\g,ea,g hidden in them are the primosny mode of
defivery for ShadowPad,

The Chinege Link:

-RedEcho group wag Chinege state—gpongored.

Redtcho hag an oven]l,apang, modug opesands with
gevenal othen hnown Chinege gnoups such ag APT41,
Winnti group.ond Barium.

Many ‘gecunity firms have noted with L\ng‘\
confidence that APT41 cannies out Chinese state—
gpongored egpronage ackivity tn addikion to
financlal Ly motivated ackivity potentially outside
of state contaol.
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Targets:
ALL the twelve tangeted entities have
been classified ag caltical infrostructure by the

National Caitical Information Infragtructure
Protection Centre (NCIIPC),

WY

RedEcho Targets 10 Indiaji Pov;er Grid Assets and @ts
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Conceans:

Redicho's’ intrugions were part of a sustained
strnotegic and tangeted campaign against Indian
ongonLsations.

-Thoug,h the kind of infrastructure goughk to be
accesged by Red Echo, such ag Regilonal Lood
Degpatch Centres, hags minimal egpLonage
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Disinformation L8 a cybexgecunity threat

So far cybengecunity hog mainly focuged on protecting

and defending computer gystems, networks, and our
digital Lives fnom dignuption.
The main {iocug ol“ Cybengecunty hag been %o de{,ev\d
againgt cybenattacks executed wging molware, viruges,
trogang, botnets, and goclal engineering.
‘Thesxe hag been veny Little ottention-to the
thaeot poged by dLgLn{‘oxmatLon ot tackg,
‘ALgo, the industry hag treated thege attacks
(cybenattacks and diginformation attack)
tndependently and
‘hag geparate teams wo»JkLng, in sclog to paoteck
and de{‘end ag,mln&t thesge ottacks.
-The Lack o{i coondination between reams leaves a
Hug,e gop Lhal (8 exploited by malicious actons,
Drainformak.Lon:
-DL&Lnlqoam\atLon attacks are the intentional
diggeminotion of {alge information, with an end

goal of misleading, confusing, or manipulating

an audrence.
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.Thege attacks are commonly employed to neghape
attitudes and beliefs, drive a particular ogenda, on
elicit centain ackiong out of a tonget audience.
‘Natlon—gtate actons, Ldeoﬂ,og,Lcal, befl Levens, violent
extremists, and economically motivated entenpriges
manipulate the [nformation ecogystem to create
soclal digcond;, [ncreage polanigotion, Lv\lwll,uence the
outcome of an election, ekc,

-Disinformaton ottacks can be employed Uf\nough
traditional media outlets such.as TV channels on
i;hh,oug,h gocLal medgoa,

‘Disinformation ottocks wge wmanipuloted,
miscontextual Lged, migapproprioted nformation, deep

lwakeg) and clqeap l“ake&

They pose the posgibility of societal breakdown,

buginess interruption, and violence in the sineets,
Cognitive [hacksing:

‘A cognitive hacking attock attempts to change the

tanget audience’s thoughts and actions, galvanige

gocieties and dignupt harmony uging diginformation,

‘Disinformation (8 uged {or gocial engineering

thaeats on a magg scale.
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Examples of diginformotion attacks and their [mpacts:

‘QAnon gpread false information about the US,
2020 presidential election. Thig Led to xLoting
o the nation
‘Congpiracy theonists (in the United Kingdom, the
Nethesfonds, Ineland, Cyprug and Belgium) burned
down % E, Lowens becauge },He} bel reved it cauged the
novel cononavirug pandemc,
-COVID-13 diginformation campaigng “have prevented
people from weaning magks, using potentiolly
dangerous altesnative cureg, ‘and not getting
vaccinated, malv\;ﬁng, L evens more chau,eng,Lng, Lo
contain the virug.

Factons alding diginformation attack.s:

‘The adveartigement—centric buginess modeg and
attention. economy alfow maliclous actong to {LLL
the information channels with diginformation with
unprecedented gpeed ond scolle.

‘Deep fokes add a whole new Level of dangen to
deginformation campaigns.

‘W/ith the advent of gocial media, diginformation
attackg have become neareagingly widegpread and
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% Starotegy wmeel digcusses Chinese C)Lbe,h.a*.ﬂldk&

— National Secunity S!:z.ateg.f,eg Confﬁe.’uence..
Chaired by Home Minister
‘Discusged the niging cybexatiacksg from
China on cnitical ingtallations.

— Conceans

- Pokfgtani cybenattackg focuged on stealing
Ldentity ond peagonal data

- Chinege hackerg were mone gophisticated,

. G,ovt thwosted state—gpongonred’ Chinesge
hackex groups torgeting vanioug Indion
power centresg in November 00 and
Februany 202 1.

+ The US. cybengecunity firm Reconded Future
discovered that Chinege may have deployed
malware nto Indian power gards and

geaponty .
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