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IndLa 3Lg,v\ed L6 pacts to {,;Lg,ht dnug, menace
—(MHA) neply in the Lok. Sabha on the meogures token
Lo combat dnug tna{i{‘LckLng, i India,
—TInteanotional fevell:
1Indta L8 signotony to
.+ UN Single Convention on Narcotics Prugs 1361
. Convention on Pgychotsopic Substances, 19%1

- Convention on ILLicit Trofficr tn. Noxcotic
Drugs and Pgychotaopic Substances, 1988
2. India hag signed 6 bilatenal pacts 15 MolUs
and L ogreements on seCunity coopexation with
different countries for combating drug
Lrafficking
—DPomestic level:

- Nancoticg Prugs and Pgychotropic Subgtanceg (INDPS)
Ack, 1985~/ /(8 the bogic Legislative instrument.

+ Noaxco Coondination Centre (NCORD)— Fox belten
coondination among vorgious Central ond State
agencies.

. The NCORD gysktem hag been l“umthex, extended nto
a ’Woun—i:;ﬁen scheme up Lo the distaict fevel.
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- A Joint Coondination Commjittee wag get wp Lo
moniton the investigation into cages involving
Large geizures,.

. The MHA hag Launched an e—pontal called 'SIMS
(Sefzure Information Monagement Sysgtem) {on
digitigation of pan—India drug gelzure data,
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1,000 held in 20 countries in financial crime
caackdown

Recently, TInterpol coondinated an operation with
e.n{,ome.ment ugenc,i,e.z. n more than 20 countries
l’li.g]'\lig}\ﬂ.ng- Lhe glLobal thaeat of cyber—enabled

financial caime.

Cyber—enabled {inancial crime:

‘Rangomware, gextontion scams, {dentity theft,
money Laundering, and other financial crimes are
exampleg of cybex—enabled {inanclal crime.

‘Tg not about droining bank occounts o bitcoin
wallets; it's about stealing IP.

Threats {rom cyber—enabled finoncial crime:

Soclall engineering (eg. Phﬁ&h'.ng emarl) m'.g,ht be
uged to Launch a cyben—enabled financial aggault
{rom the outgide.

‘Ingider threats - caiminally wmokivated wonkens
ottempting to obtain occess to cagh - are algo a
concenn,

The £OLLOWLHQ, are the four mogt prevalent components
of thege attackg:
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. Distasbuted Dengal of Senvyice (DPDoS)
gmokegcneens. Coondinated deniol of genvice attacks
on financial institutions are common, and they
often appear to be aimed golely o (mpain the
ugage of online bonking aggets.

. Trangactional baged netwonrk penetnation:

. Data  theft baged network  penetration: Hackers
continue to try to hack into proceggor and othex
gystems in ondex ro obtain client data

. Conventional remote banki,ng fraud: The Qotest
wave of cybesattacks (8 notable fon combining  any
on all of the above—mentioned attackg with
traditional inteanet, wmobile, phone payment, and
cand ottacks,

GQlobal Efforts 2o Prevent Cyben—enabled {inancial
crime:
HAECHT-TT" -
‘The opexation codenamed HAECHT-IT' wag conducted
by INTERPOL gaw police arnest more than 1,000

individuale wndexlining the global thareat of
cyber—enabled {inancial crime.




261

-Specialiged police wnitg from 20 countries
including Hong Kong ond Mocaw, toock part in the
exencige to tanget gpecific types of online {roud,
such ag "womance" gcams.

Tt (8 the sgecond such operation in a three—yean
project Launched to tackle cyben—enabled financial

crme.

Anti—Money Laundering Rapid Regponge Protocol (ARRP)

‘The  Anti-Money Laundening Rapid  Regponge
Protocol (ARRP) hag been wvital to elfectively
intencepting cllegal payments in vorlous HAECHI-
IT sgituations.
“The {indings revealed that the (ncreage in cafmes
couged by the COVID-19 epidemic had not subgided.
Purple Noktices {rom Intenpol
Baged on the finding s during the opexation, the
Intenpol published multiple Purple Notices —
police alents that seek on provide information on
modug operandi, objects, deviceg and concealment
methods wged by caiminals.




